ruasnn i sich

IUNGESIMIGIIA

TERMS AND CONDITIONS OF DIGITAL BANKING

Version 1.0




SME BANK OF CAMBODIA

TERMS & CONDITIONS FOR DIGITAL BANKING

a

1. IUGAIRY

AguiggRis:junuiiugsan Susich lmnsiais
intuiagaf@rurnEmaisuamywidu
BUNWES MY

ishnulufma “Agpeigiis: “Agne-i U
‘Agnuighivygat ihwsswrHlEugs
Shsioh innpUERIUNEIMIETTUY

phnindldumsmngwa y modsaiungmywsh
uasanigiig)a  Aguighis:  Shwisynumn
SinnUMII@AUINGEI ISR UIURINAHA 84
mim:pnwing yummamywisuinaigiimiima
IWNEIMIERCUIUN GMINNMUGES]E SHURY
ngm1 ghnininsumeinshShannSIuRINALN U
pARUmAAMMYW ugsen ShsichiduAuak
AMNSIURUINAHA URUARUSIRIS: ShWwAMMIMS

ghnindlduinagn  yssaagygntsimain
asmEdsuamywivn mIgcasinaisisigh
AGINBIEPHIS:  IAHASSURNN  SRWNNYEGIM:
uasan ShsichsitHrsighAgnuighis: i
isw:mqm@sisﬁgmmmjhirfﬁmnmiﬁ Sh nsmiA

2. SWUSW

“SME Bank Mobile” nitiliAyicruUgiuaiima
iHuiAHAMGMWAMSAAYIR (Apple/iOS App

Store U Android Google Play Store)

“a0N8/Account” WISSWOMAMSAMYW  IMNUA
annSrus)  ANNSGIZANNS  [@AULHHISMUAMNG
annSagiduinagAMcguAs yiimrumsmuiuw:
IWNESIMIERTUY

“QIRUAMNE/Account Holder’ RILAEMAIUAU UHRMON
A prasifagmuiup: ik AWAMEA
ggugrul ShmsrgiannSidumaig

o
w0
S
w0

“HNBHS/Customer” YN SYIRUAMNS ShHATH

QA QW
par )
w0

Dlp Do
par’
w0

gy ShjIMsSHSIRIMSWA
alsphighAm
“IUSFUHIUHAGRS/CIF Customer’ RMIUSRUYIUIURS
HhsnsSywatnugrmsyiahud s wns mitE
inAEAsgumsishnuilaannSfymywEsImI

2 | Page

INTRODUCTION

This agreement explains the terms and conditions
that apply when you use any digital banking
services provided by the Bank.

When we refer to “this agreement”, “the
agreement” or “your agreement”, we mean our
Terms and Conditions Governing Digital Banking
Services.

In the event of any contradiction or inconsistency
with other terms, this agreement shall prevail in
respect of your use of digital banking services and
resolution of any disputes or issues arising out of
your use of our digital banking services. Where the
issue relates to your accounts or any specific
product, the terms and conditions governing your
accounts or the product shall prevail.

When you use any of our digital banking services
described in this agreement, or authorize others to
use them, you acknowledge and agree to the entire
terms and conditions of this agreement, which
forms the basis of the agreement between you and
us.

DEFINITION

“SME Bank Mobile” means an application for a
smartphone that can be downloaded by you from
the following application stores (Apple/iOS App
Store or Android Google Play Store).

“Account” means any accounts, i.e., Savings
Account, Current Account, Fixed Deposit, Loan
Account, which are accessed by you through Digital
Banking Services.

Account Holder” means the person or entity in
whose name the account has been opened and who
is responsible for the Account under the relevant
account authority.

“Customer” includes an account holder and a non-
account holder that acquire one-off services from
SME. All Customers are subject to different forms of
due diligence.

“CIF Number” a unique customer identification
number used in the Bank system that you receive
during your first account registration with the Bank.
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“Biometric Identifier” includes a fingerprint, facial
data, and any other means by which a mobile
device manufacturer allows a user to authenticate
their identity for the purposes of unlocking their
mobile device and accessing the specific
applications, including SME Bank Mobile.
“Authentication Code” means a number generated
randomly by a security device or SMS One Time
Password by SME.

“One Time Password (OTP)” is a 6-digit code
generated by the Bank and sent to the Account
Holder’s mobile phone via SMS, which must be used
to authorize online payment transactions.
“Electronic Statement (e-Statement)” means a
consolidated banking statement that reflects the
Bank's records for a specific period for a customer's
account on SME Bank Mobile. The electronic
statement is for informational purposes only.

“Instant Account” is a specific SME account with
limited functionalities that can be opened only by a
new client via the SME Mobile app without visiting
the branch.

“Jailbreak or Root” means that a smartphone or
other mobile device is modified to remove
restrictions imposed by the manufacturer or
operator to allow the installation of unauthorized
software.

“Notifications” means and includes SMS, in-app
notifications, and push notifications sent to you on
different occasions related to banking transactions
or general alerts sent by the Bank.

“Payment” means a payment order initiated by
you through SME Bank Mobile to make a debit of
your eligible Account for any payments; for
example, to make a payment to vendors.

“Transfer” refers to a fund transfer whereby the
Bank becomes a paying or receiving bank on your
behalf to take effect any payment order made
to/from you. Transfers include both intra-bank
transfer and inter-bank transfer, for example, a
transfer from you to another beneficiary within
SME or to a beneficiary in other financial

institutions such as banks or PSP.
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“Transaction” means any financial records or
operations made or performed, processed or
affected, including:

- Any payment or fund transfer to/from your
account;

- Any other banking transaction that may be
made available through SME from time to time
(including making bill payments); and

- Anybanking transaction carried out through any
SME branches network or any other channels.

“Transaction History” indicates a list of all the

Transactions entered or performed within the
account within a specific period.

“Personal Information” refers to the personal
information provided by you to the Bank, including
but not limited to name, national identity number
(NID), date of birth, phone number, email, and
address.

“Authorized User” means any person(s) authorized
by you or your joint account holder from time to
time to use the digital banking services in relation
to your account.

“User ID” means a unique identification number
assigned to each SME Bank Mobile user during
registration.

“Security Credential” means and includes
password, personal or log-in identification numbers
(PIN), One-Time-Password (OTP) and other codes
and access procedures including short messaging
service (SMS) for access to and use of services in
SME Bank Mobile provided by us from time to time.

“PIN” means the unique four (4) digit number used
to log in to SME Bank Mobile and to confirm any
transaction.

“Password” means a memorable word that should
be created by you as part of SME Bank Mobile’s
security credentials. This password will be required
to identify you during re-registration/re-activation
of the SME Mobile app by you, making high-volume
transactions, changes in the settings, etc. You
should keep your Password confidential and DO
NOT share it with anyone, including the Bank’s staff.
“Payment Service Provider (PSP)” refers to a legal
entity duly licensed by the National Bank of Cambodia
(NBC) to operate financial services in Cambodia and
approved by SME for the connection of services such as

payment or transfer under a certain legal arrangement.
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“Third Party Provider” means and indicates any
person (individual or entity) with whom SME has a
relationship for distributing services either directly
through SME Bank Mobile or through third-party

sites or applications.

“Scan QR” means a QR code scanning service in
SME Bank Mobile that allows users to scan and pay
at the Bank’s merchant(s) or to scan QR codes at
other SME’s facilities to process various types of

transactions.

““We’, ‘Us’, ‘Our’, ‘Ours’, 'the Bank’, ‘SME’” refer to
Small and Medium Enterprises Bank of Cambodia

Plc., including its successors and assignees.

“You’, ‘Your’, ‘Yours’” refers to everyone named
on your account, together, individually, and

includes you or your authorized user.

“Electronic Instructions” means any electronic
payment instructions, communications,
instructions, orders, messages, data, information,
or other materials received by us through digital
banking services, which we reasonably believe

come from you or your authorized user.

“Digital Banking Services” means any banking and
other services or facilities which we may offer to
you from time to time via electronic means,
including any modification thereof made by us (the
scope and nature of which shall be determined at
our sole discretion). They may include banking via
any Channel, electronic statements, electronic
advice, transaction alerts, or any electronic modes

of operating the Account.

“Digital Banking” means internet/mobile banking services or
other digital services relating to the account that we offer to

you from time to time through the Channel.

USE AND ACCESS

Your use and access to our digital banking services shall
be subject to this agreement. You will be responsible for
all transactions made by you or, in our view, authorized
by you, your authorized user, or your joint account
holder.
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person as if it was you using our digital banking
services and you shall ensure that each of your
authorized users is aware of and comply with this
agreement.

If you have authorized any person to give us
electronic instructions on your behalf, you will be
responsible for their actions and/or omissions,
losses

including any arising from electronic

payment which they may undertake.

Joint Account Holder

4.

For accounts that are "and" joint accounts
(operated by joint signing authority), each joint
account holder will be able to view but will not be
able to perform any electronic instructions through
digital banking.

For accounts that are "or" joint accounts (operated
by a single signing authority), each joint account
holder will be able to view and give us electronic
instructions  through digital banking. Such
instructions by any one of you will be binding on all
of you.

DIGITAL BANKING SERVICES

Electronic Instructions

If we receive an electronic instruction after the
relevant cut-off time on a business day (as notified
to you from time to time) or on a non-business day,
we will treat the electronic instruction as being
received on the next business day.

We have the right to determine the order of priority
in effecting the electronic instructions and other
existing arrangements which you have made with us.
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Where your electronic payment involves a currency

conversion, you are aware that such currency

conversions will be affected at the prevailing rate
determined by us and/or the Provider.

We shall have the right to decline to act on any

electronic instructions if:

a. Your electronic instructions are unclear,
incomplete, or inconsistent with other
electronic instructions issued to us by you, your
joint account holder(s), or authorized user;

b. The electronic instructions have lapsed, been
rendered invalid due to failure to comply with
applicable conditions, or are cancelled by a
regulatory or governmental body;

c. The electronic instructions cannot be
processed due to any disruptions that are
beyond our reasonable control;

d. Processing the electronic instructions might
expose us to legal action or censure from any
government, regulator, or law enforcement
agency;

e. Any electronic instructions would cause you to
exceed your applicable transaction or account
limits; or

f. Any electronic instructions would result in
insufficiency of funds in your account, without
incurring any responsibility for loss, liability or
expense arising out of so declining to act.

We will treat all electronic instructions as final and
unconditional when we receive them through the
electronic services. This means:

a. We shall be entitled (but not obliged) to effect
such electronic instructions without your
further consent and notice to you.

b. In certain circumstances, such as recurring and
future-date electronic payment, you may
request to cancel or amend the instructions,
and we will try to effect it on a commercially
reasonable effort basis.

Digital Banking Availability

We offer digital banking to manage your banking
needs provided you are of the eligible age, hold an
account that may be operated online, and have a
valid mobile number registered with your bank
account.
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We may make electronic services available through
different devices (for example, personal computers or
mobile devices). The features of digital banking services
may vary, and the access and features may differ
depending on the type, system specifications, and
configuration of your device. To protect your account,
we may require a certain standard of specification,
software version, and such other technical
requirements of your device used to access our digital
banking services.

There may be circumstances where we may need to
change the frequency and manner of use of our
digital banking services, transaction limits,
operating hours and types of facilities and services.
In certain situations, we may have to suspend the
digital banking services without giving prior notice.
Under such circumstances, we will not be
responsible for any inconvenience, loss, damage or
injury suffered by you or any third party.

Transaction Notification

You are required to provide us with accurate
contact details, or where appropriate, accurate
contact details of you or your Authorized User(s) so
that we may send notification relating to electronic
payment. If there are any changes to your or your
Authorized User contact details, it is important that
you update us immediately.

Depending on the nature and mode of the
electronic payment, notifications may be sent in
real-time or at regular intervals if any.

The notifications will be sent via our applicable
default settings.

Once notifications are sent to you, we will assume you
have received them. You are responsible for ensuring
that you are able to receive our alerts and will tell us
immediately if there are any transactions in your
account that have not been performed by you.

The alert service does not free you from the
responsibility of safeguarding the physical security
and authorized use of your account.

USER RESPONSIBILITIES

We trust that you will use our digital banking
services in accordance with all applicable laws,
regulations, guidelines and within our reasonable
expectations.
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You must not use SME Bank Mobile for prohibited
business activities and/or for any purpose other than to
undertake legitimate banking enquiries or transactions
on accounts you are legally entitled to operate in
accordance with the Specific Terms and Conditions and
the terms and conditions applicable to you.

You must not act fraudulently or maliciously in
relation to SME Bank Mobile or software. As
examples, you must not copy, modify, reverse
engineer, hack into or insert malicious code into
SME Bank Mobile or software

You acknowledge that you are responsible for and
must take all reasonable care to ensure that the
information you supply via SME Bank Mobile is true,
complete, accurate and up to date.

If you use photos to personalize your accounts that
can be accessed using SME Bank Mobile, you warrant
that:

- The photos used by you do not contain content that is
offensive orillegal, or would be considered unacceptable
for viewing by a person under 18 years old; and

- Youtookthe photo (or are the owner of the copyright
in the photo).

DISCLAIMER AND LIMITATIONS

We will not be responsible for any loss suffered by
you arising from or in connection with your use of
digital banking services even if we are advised of
the possibility of such loss, damage, or expense. In
particular, we will not be liable to you for any loss
as a result of:
a. anydigital banking services not being available due to
system maintenance or breakdown/non-availability
of any network;

b. the non-delivery, delayed delivery, misdirected delivery or
the non-receipt of any digital banking services;

c. any non-processing or delay in processing of
electronic instructions by us or by any Provider
through whom your electronic instructions are
transacted;

d. inaccurate or incomplete content, reliance on or use
of the information provided on any channel for any
purpose;

e. any disclosure of any information which you have
consented to us collecting, using or disclosing or
where such collection, use or disclosure is allowed
under the applicable laws;
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f. any act of force majeure such as war or warlike
hostilities, civil commotions, riots, blockades,
embargoes, sabotage, strikes, lock-outs, fire, flood,
shortage of material or labor, delay in deliveries
from sub-contractors; or

g. any event outside our control.

Any claims against or disputes with a Provider are to be
settled between you and the Provider. You will not claim
against us in this respect.

LIABILITY AND INDEMNITY

We will not be liable for any loss arising from your
use of SME Bank Mobile, including loss arising from
any security breach, if you have acted fraudulently
(either alone or together with any other person), if
you have installed applications on your mobile
device other than those available from the Apple
App Store or Google Play market, or if you have
caused or contributed to that loss, for example, by
failing to comply with any of the Specific Terms and
Conditions or other applicable terms and conditions.
It is your choice to download and install SME Bank
Mobile. To the extent permitted by law, SME accepts
no liability for any loss or consequences to you
whatsoever that result from this decision, including
in the event SME refuses or fails to process a
transaction request or delays in doing so.

You acknowledge that any unauthorized reproduction
by you of any proprietary information provided or
available via SME Bank Mobile or any portion of it may
result in legal action being taken.

You will be liable for any loss suffered by us (including
consequential loss) which results from your fraud or
negligence, or your violation of the Specific Terms and
Conditions. You will be liable for any loss suffered by us
which results from the unauthorized access to or use of
any service available in SME Bank Mobile and to which
you have contributed by your failure to comply with the
Specific Terms and Conditions. This includes if you:

- Select an unsuitable Password or PIN code,
and/or

- Fail to reasonably safeguard your Password or
PIN code, and/or

- Fail to disable biometric authentication on SME
Bank Mobile when you know or suspect
another person can unlock your mobile device
or has stored their Biometric Identifier(s) on
your mobile device, and/or
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You shall take responsibility for and use your best
endeavors to prevent any unauthorized use of, and
access to, SME Bank Mobile on your mobile and/or
other device and to always protect your Personal
Information and Security Credentials.

You must lock your mobile device or take other
steps necessary to stop unauthorized use of SME
Bank Mobile.

You must install only approved applications from a
secured application store (such as App Store for iOS or
Play Store for Android) on your mobile device, and you
will not override the software lockdown on your mobile
device (i.e., jailbreak or root your mobile device).

You must promptly update and keep updated the
operating system and security software for your
mobile device when released by your mobile device
manufacturer or mobile device operating system
provider.

You must not allow any other person to store their
Biometric Identifier on your mobile device.

Before you sell or permanently give your mobile
device to any person, you must delete the SME Bank
Mobile, and all your Biometric Identifiers (e.g., Touch
ID or Face ID) registered in the device.

Your Credentials

SME Bank Mobile and its services require the use of
Security Credentials that consist of a Password and
a secret 4-digit PIN code.

During the first registration/activation of SME Bank
Mobile, you must set up a secure and memorable
Password and secret 4-digit PIN code that will be
required to log-on and confirm actions while using
SME Bank Mobile.

You should ensure that your Password is strong, not
guessable and follow below conditions:

- Must be alphanumeric, and
- Must be between 5-20 characters, and

- Must not contain part of your last name or first name.

V.1.0
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You should ensure that your secret 4-digit PIN is strong and
doesn’t contain any of below number combinations below:

- Your telephone number, or

- Your other easily accessible personal data (e.g.,
driver’s license number, locker number or
other numbers easily connected with you), or

- Your date of birth, month, or year, or

- Sequential or repeat numbers that can be
easily guessed (e.g., 1234 or 5555).

You shall consider using different codes to unlock
your mobile device and other cards, financial
services, or equipment. We recommend you
change your secure PIN on a regular basis.

Log-on and Authentication Method

You are as a user may choose your preferrable way
to log on to SME Bank Mobile and to confirm or to
authorize banking transactions.

- Use secret PIN or Password or Biometrics to log
on to SME Bank Mobile.

- Use secret PIN or Password or Biometrics to
confirm or authorize banking transaction.

You as a user with an eligible mobile device may
choose to enable biometric authentication to log on
to SME Bank Mobile, transfer funds, make payment
or purchases by using a Biometric Identifier
registered on your mobile device. SME Bank Mobile
does not collect or store this Biometric Identifier, and
it is stored on your mobile device.

If you enable or use a Biometric Identifier to access
SME Bank Mobile, you must ensure that your
Biometric Identifier is the only Biometric Identifier
stored on the mobile device you use to access the
SME Bank Mobile. However, if another person has
stored their Biometric Identifiers on the mobile
device you used to access the Wallet, it is in breach
of the Specific Terms and Conditions, and you
acknowledge that they will be able to access your
Accounts including to view and conduct certain
transactions on SME Bank Mobile and these
transactions will be treated as having been
authorized by you and conducted with your
knowledge and consent.
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10.

11.

FEES AND CHARGES

Fees and charges may apply when you make
certain transactions or use specific products or
services available in SME Bank Mobile. We may
introduce additional fees and charges for your use
of SME Bank Mobile from time to time, and fees
and other charges may also be changed by the
bank from time to time without prior notice.
Before making any transaction, you agree to check
the current fees and charges, and you agree to
accept these fees and charges by making a
transaction.

For certain digital banking services, we may share
fees, brokerages, commissions and other charges
with our Provider. We are not required to account
for all or any part of these sums.

DISPUTE RESOLUTION

You agree that any complaint or dispute arising in
connection with digital banking services will be
handled in accordance with the Bank’s dispute
handling process, and we shall have the full right and
power to make a determination for such dispute or
to delegate or sub-contract such power to another
party.

You agree not to hold us and our affiliates liable
for any material which is untrue or misleading. You
agree to release and indemnify us (and our agents,
affiliates, directors, officers and employees) from
all claims, demands, actions, proceedings, costs,
expenses and damages (including without
special,
consequential damages) arising out of or in

limitation any actual, incidental or

connection with such dispute.

SUSPENSION OR TERMINATION

We may stop or suspend any of our digital banking
services immediately without giving any reason.
This includes limiting or replacing the digital
banking services as we may tell you from time to

time.

If we need to end this agreement (and close your
accounts linked to our digital banking services), we
may do so at any time without giving any reason or
advance notice to you. We shall tell you as soon as
practicable by any notification method, including

through Digital banking services, local newspapers,

V.1.0
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displays at our branches or media publications. Such
termination shall be effective on and from the date
specified in the notice.

You may end any digital banking services by giving us
written notice. Ending the service will not affect any
rights or obligations accrued before the effective end
date.

ACCOUNT FREEZING

The bank has the right to freeze a customer’s fund or
account under the following circumstances:

13.
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A court order or directive issued by a competent
authority requiring the freezing of funds or an
account.

If it is discovered that transactions or accounts are
linked to money laundering, terrorist financing,
fraud, or technical errors within the bank’s

operational system or personnel.

A request made by the account owner to freeze all
or part of the funds due to errors in transactions.

Temporary freezing of funds or immediate debits
adjustments based on evidence indicating
incorrect transactions, ownership disputes,
erroneous payments, or transfer to the wrong
account number or amount, including situations
requiring repayment or customer consent for
corrections.

RECORDS

Our records and any records of the electronic
instructions, including digital banking services
operation and electronic payment maintained by
us or by any relevant person authorize by us shall
be binding and conclusive on you for all purposes
whatsoever. There shall be final evidence of any
electronic instruction, information and/or data

transmitted using digital banking services.

When we deal with you, we will treat all such
records as final evidence and you shall not
challenge or dispute the admissibility, reliability,
accuracy or the authenticity of the contents of
such records merely on the basis that such records
were incorporated and/or set out in electronic
form or are produced by or were the output of a
computer system. You agree to waive any of your
rights (if any) to so object. This provision shall also
apply to all records maintained by a provider
designated by us

V.1.0
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14.

15.

PRIVACY TERMS

We may be required under certain legislation to

disclose  your personal information and
confidential information relating to the operation
of your account, and you expressly consent to and

agree to such disclosure.

You will provide us with any information or
documentation that we may reasonably request
relating to your use of our digital banking services
and shall cooperate with us in any related
investigation or litigation.

We may be required to share your information
with our trusted third parties so that we can
continue to offer our digital banking services. Such
sharing and use of Information may be necessary
or inevitable to affect your electronic instructions
and/or to enable your use of the digital banking
services. If you do not allow such sharing, access to
or use of your Information, we may not be able to
offer or continue to offer the digital banking
services to you.

OTHER TERMS AND CONDITIONS

To the extent that the Khmer version of any
document, including these terms and conditions,
isinconsistent with other languages, the terms and
conditions of the Khmer version shall prevail.

This agreement is governed by the laws of the
Kingdom of Cambodia.
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